EDU-214 — Palo Alto Networks
Improving Security Posture
and FireWall Hardening

EDU-214: Palo Alto Networks:

Improving Security Posture
and FireWall Hardening

3a Kypca (About this Course):

= Successful completion of this three-day, instructor-led
course will assist the student in being able to manage
and maintain an existing Palo Alto Networks Firewall
protected environment. The student will learn how to
improve non-greenfield environments and will be better
equipped at ensuring configurations match security best
practice. The student will also be able to develop their
own operational strategy to maintain a high level of
compliance.
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Lenun — KakBo we Hayuute (Course
Goals/Skills):

 Determine the efficacy of your current security
policies

 Develop workflows for managing your security
posture

» Identify rule usage across security policy sets

» Modify your existing policy set to implement
Security Best Practices

= Monitor network traffic using the interactive web
interface and firewall reports

= Utilize tools such as the BPA tool to further
understand your environment

KypchbT e npegHa3HayeH 3a
(Audience):
= Security Engineers, Security Administrators, Security

Operations Specialists, Security Analysts, and Support
staff

dopmaT Ha Kypca (Course Format):

[x] K

MpucbctBen (Classroom)
Kypc B YyebHaTa HM
3ana wam B 0¢uc Ha

KnueHt

OunauH (Online/Virtual)
Kypc BbB BUpTyasiHa 3ana C
MHCTPYKTOp




E3uk Ha Kypca (Course Language
Option)

=] =]
bvnrapcku (Bulgarian) AHrnuuckm (English)

Moxe pa u3bepetre E3MK Ha KOWTO pma ce nposepe
obyyeHneto — ObArapCcKu MAM aHrNIUUCKU. BCUYKUTE HU
MHCTPYKTOPU BNapesT CBOOOAHO aHrNIMUCKU e3MK.

YyebHn Matepumanu (Student Guides):

YyebHUTEe mMaTepuanum ca [OCTLNHU B eNIeKTPOHEeH
dopmat. Morat pma ce non3Bat online/offline Ha
BCAKO YCTpPOMCTBO. [loXMBOTEH HOCTHI.

JlabopaTtopHa cpepa (Lab
Environment):
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Bceku KypcucT pa3nonara cbc cobcrBeHa nab cpepa,
KbAEeTO ce MNpoBexpaT ynpaxXHeHUATa, 4YacT OT Kypca.
He e Heob6xogumo pa uHCcTanupaTe codTyep Ha KOMNWOTDLP
WIM cneunanHn U3UCKBaHUA 3a Xappyep.

Y4yacTHUUMTE B NpPUCHBCTBEH ¢opmaT B Y4eOHUA HHM
LeHTBbP pa3nojlarat C UHAMBUAYaAJieH KOMNWOTBLP NO Bpeme
Ha oOyyeHuerTo.

Cnep 3aBbpwBaHe nony4dyaBaTte (At
Course Completion):

[x] (%]
Lifetime Access - Video Certificate of Course
Archive 24/7 Completion

lIoXxuBOTEeH pOCTbN OO0 BUAeo dpPpXUB C 34dlUC Ha BCHKa
OoTAeJIHa NneKuus.

OduumaneH MexgpyHapogHO npu3HaAT cepTuPukaTt 3a
3aBbplleH Kypc Ha obyuyeHue.

MpopgbnxutenHoct (Course Duration):
(=]

-2 paboteH peH (09:00 — 17:00)
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nnn

=16 y4y.4. obyyeHue (Teopus M nNpaKTukKka) B U3BbHpPaAOOTHO
Bpeme C npoabsXuTenHoct 1 cegmuua

» cbboTa M Hepens 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

* MOHep#enHWK n cpapga 19:00 — 23:00

* BTOPHUK M 4eTBbPTbK 19:00 — 23:00

MnawaHe (Payments):
[x]

3asBKka 3a W3QaBaHe Ha ¢akTypa ce npuMeMa KbM MOMEHTa Ha
3anNMcBaHeTO Ha CbOTBETHUA KypC.

OakTypa Ce wn3naBa B pPaMKUTe Ha 7/ OHU OT NOTBbPXAAaBaHe Ha
njawaHeTo.

Mpenctoaumn KypcoBe (Next Class):
=

» There are no upcoming cvbutua.

3a noBeye HUHPopmauus wu3nonsBaute ¢opmaTta 3a
KOHTAKT.

lle ce cBbpxem ¢ Bac 3a noTBbpXAaBaHe Ha paTuTe.
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MMpepnoctaBkn (N3ncKkBaHusA) 3a
Yyactue (Prerequisites):

» Complete the Firewall 10.0 Essentials:
Configuration and Management course or have
equivalent experience.

A basic familiarity with routing, switching,
and IP addressing.

KypcbT noarotBsa 3a ClegHUTe
cepTUPMKauMoOHHU HUBA

= PCNSE — Palo Alto Networks Certified Network
Security Engineer



