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3a Kypca (About this Course):

The Palo Alto Networks Firewall Essentials:
Configuration and Management (EDU-210) course is five
days of instructor-led
training that will help you to:

* Configure and manage the essential features of Palo
Alto Networks next-generation firewalls

e Configure and manage Security and NAT policies to
enable approved traffic to and from zones

* Configure and manage Threat Prevention strategies to
block traffic from known and unknown IP addresses,
domains, and

URLs

e Monitor network traffic using the interactive web
interface and firewall reports

= Successful completion of this five-day, instructor-led
course should enhance the student’s understanding of
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configuring and managing Palo Alto Networks Next-
Generation Firewalls.

The course includes hands-on experience configuring,
managing, and monitoring a firewall in a lab
environment.

Lenn — KakBo uwe Hayuute (Course
Goals/Skills):

— Palo Alto Networks Portfolio and Architecture

— Configuring Initial Firewall Settings

Managing Firewall Configurations

— Managing Firewall Administrator Accounts

— Connecting the Firewall to Production Networks with
Security Zones

6 — Creating and Managing Security Policy Rules

7 — Creating and Managing NAT Policy Rules

8 — Controlling Application Usage with App-ID

9 — Blocking Known Threats Using Security Profiles

10 — Blocking Inappropriate Web Traffic with URL
Filtering

11 — Blocking Unknown Threats with Wildfire

12 — Controlling Access to Network Resources with User-
1D

13 — Using Decryption to Block Threats in Encrypted
Traffic

14 — Locating Valuable Information Using Logs and
Reports

15 — What’'s Next in Your Training and Certification
Journey

Supplemental Materials

Securing Endpoints with GlobalProtect

Providing Firewall Redundancy with High Availability
Connecting Remotes Sites using VPNs
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Blocking Common Attacks Using Zone Protection

KypCcbT e npegHa3HayeH 3a
(Audience):
» Security Engineers, Security Administrators, Security

Operations Specialists, Security Analysts, and Support
Staff

dopmaT Ha Kypca (Course Format):

[x] El

MpucbctBen (Classroom)
Kypc B YyebHaTa Hu
3ana wam B 0puc Ha

KnueHt

OunanH (Online/Virtual)
Kypc BbB BUpTyasiHa 3ana C
MHCTPYKTOP

E3nk Ha Kypca (Course Language
Option)

[x] [x]
bvnrapcku (Bulgarian) AHrnuuckm (English)

Moxe pa u3bepetre E3MK Ha KOWTO pa ce nposepe
obyyeHneto — OBArapCcKu MAM aHrNUUCKU. BCUYKUTE HU



MHCTPYKTOPU BllapeaT CBOOOAHO AHrNIMUCKMN e3uK.

YyebHu MaTtepuanu (Student Guides):

YyebHUTEe Matepuanm ca p[OOCTbBNHU B eJNIeKTPOHEH
dopmaTt. Moratr pa ce non3BaTt online/offline Ha
BCAKO YCTPOUCTBO. JloOXMBOTEH [OCTDBN.

JlabopaTtopHa cpepa (Lab
Environment):

=]

Bceku KypcucTt pasnonara cbC cobcrBeHa na® cpepa,
KbAeTo ce npoBexpaT YNpaXHeHuATa, YacT OT Kypca.
He e Heobxopgumo pa uHCTanupate copTyep Ha KOMNOTHLP
WNKU cneuManHu U3UCKBAHUA 3a xappyep.

YYyacTHUUMTE B NpPUCBCTBEH ¢opmaT B Y4eOHUA HHM
LeHTBbP pa3nojlarat C UHAUBUAYaAJieH KOMNWOTBLP NO Bpeme
Ha oby4yeHuero.
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Cnep 3aBbpuwBaHe nonyyvyaBaTte (At
Course Completion):

(%] (%]
Lifetime Access - Video Certificate of Course
Archive 24/7 Completion

IoXuBOTEH pOCTHLN OO BUOEO apXuB C 3anNuCc Ha BCsKa
oTAeJIHa JNeKuus.

OpumumaneH mMexpyHapopHO npu3HaT cepTudukat 3a
3aBbplleH Kypc Ha obyyeHue.

MpopbnxutenHoct (Course Duration):
g

-5 pabotHu pHuM (09:00 — 17:00)

nnn

=40 y4y.4. obyyeHue (Teopus MU nNpaKTukKka) B U3BbHPaAOOTHO
Bpeme C npoabsXuTenHoct 1 cegmuua

» cbboTa u Hepena 10:00 — 14:00, 14:00 — 18:00, 18:00 —
22:00

* NOHepJenHWK n cpaga 19:00 — 23:00

* BTOPHUK M 4eTBbpPTbK 19:00 — 23:00
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MnawaHe (Payments):

]

3asBKka 3a W3pQaBaHe Ha ¢akKTypa ce npuMeMa KbM MOMEHTa Ha
3aNMCcBaHeTO Ha CbOTBETHUS KypC.

OakTypa Cce wn3naBa B pPaMKUTe Ha 7/ OHU OT NOTBbPXAAaBaHe Ha
niawaHeTo.

Mpenctoaumn KypcoBe (Next Class):

(]

» There are no upcoming cvbutua.

3a noBeye HUHPopmauus wu3nonsBanute ¢opmarta 3a
KOHTAKT.

lile ce cBbpkem c Bac 3a noTBbpxAaBaHe Ha paTuTe.

MMpepnoctaBkn (N3ncKkBaHusa) 3a
Yyactue (Prerequisites):

 Familiar with basic networking concepts
including routing, switching, and 1IP
addressing.
Students also should be familiar with basic
security concepts.
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 Experience with other security technologies
(IPS, proxy, and content filtering) 1is a
plus.

KypcbT noarorBs 3a cnepgHuTte
cepTuPUKaLMOHHU HMUBA

= PCNSA — Palo Alto Networks Certified Network
Security Administrator

= PCNSE — Palo Alto Networks Certified Network
Security Engineer



